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CHAPTER
ONE

OVERVIEW

Sushy is a Python library to communicate with Redfish based systems.

The goal of the library is to be extremely simple, small, have as few dependencies as possible and be very
conservative when dealing with BMCs by issuing just enough requests to it (BMCs are very flaky).

Therefore, the scope of the library has been limited to what is supported by the OpenStack Ironic project.
As the project grows and more features from Redfish are needed we can expand Sushy to fulfill those
requirements.

* Free software: Apache license

* Includes Redfish registry files licensed under Creative Commons Attribution 4.0 License: https:
/Icreativecommons.org/licenses/by/4.0/

* Documentation: https://docs.openstack.org/sushy/latest/
» Usage: https://docs.openstack.org/sushy/latest/reference/usage.html
* Source: https://opendev.org/openstack/sushy

* Bugs: https://storyboard.openstack.org/#!/project/960



http://www.dmtf.org/standards/redfish
https://wiki.openstack.org/wiki/Ironic
http://www.dmtf.org/standards/redfish
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://docs.openstack.org/sushy/latest/
https://docs.openstack.org/sushy/latest/reference/usage.html
https://opendev.org/openstack/sushy
https://storyboard.openstack.org/#!/project/960
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CHAPTER
TWO

FEATURES

Abstraction around the SystemCollection and System resources (Basic server identification and asset
information)

RAID in Redfish based Systems

Redfish Ethernet Interface

System mappings

System processor

Storage management

Systems power management (Both soft and hard; Including NMI injection)

Changing systems boot device, frequency (Once or permanently) and mode (UEFI or BIOS)
Chassis management

OEM extention

Virtual media management

Session Management
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CHAPTER
THREE

DOCUMENTATION

3.1 Installing Sushy

At the command line:

$ pip install sushy

Or, if you have virtualenvwrapper installed:

$ mkvirtualenv sushy
$ pip install sushy

3.2 Contributing to Sushy

3.2.1 How to contribute

If you would like to contribute to the development of OpenStack, you must follow the steps in this page:
http://docs.openstack.org/infra/manual/developers.html

If you already have a good understanding of how the system works and your OpenStack accounts are set up,
you can skip to the development workflow section of this documentation to learn how changes to OpenStack
should be submitted for review via the Gerrit tool:

http://docs.openstack.org/infra/manual/developers.html#development-workflow
Pull requests submitted through GitHub will be ignored.
Bugs should be filed in StoryBoard, not GitHub:
https://storyboard.openstack.org/#!/project/960



http://docs.openstack.org/infra/manual/developers.html
http://docs.openstack.org/infra/manual/developers.html#development-workflow
https://storyboard.openstack.org/#!/project/960
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3.2.2 Running a Redfish emulator

Testing and/or developing Sushy without owning a real baremetal machine that supports the Redfish pro-
tocol is possible by running an emulator, the sushy-tools project ships with two emulators that can be used
for this purpose. To install it run:

Note: Installing the dependencies requires libvirt development files. For example, run the following
command to install them on Fedora:

Static emulator

After installing sushy-tools you will have a new CLI tool named sushy-static. This tool creates a
HTTP server to serve any of the Redfish mockups. The files are static so operations like changing the boot
device or the power state will not have any effect. But that should be enough for enabling people to test
parts of the library.

To use sushy-static we need the Redfish mockup files that can be downloaded from https://www.
dmtf.org/standards/redfish, for example:

After the download, extract the files somewhere in the file-system:

Now run sushy-static pointing to those files. For example to serve the DSP2043-server mockup
files, run:

Libvirt emulator

The second emulator shipped by sushy-tools is the CLI tool named sushy-emulator. This tool starts
a ReST API that users can use to interact with virtual machines using the Redfish protocol. So operations
such as changing the boot device or the power state will actually affect the virtual machines. This allows
users to test the library in a more dynamic way. To run it do

sushy-emulator

sushy—-emulator —--port ——libvirt-uri

That’s it, now you can test Sushy against the http://locahost : 8000 endpoint.

6 Chapter 3. Documentation
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Enabling SSL

Both mockup servers supports SSL if you want Sushy with it. To set it up, first you need to generate key
and certificate files with OpenSSL use following command:

Start the mockup server passing the ——ssl-certificate and —-ssl-key parameters to it, for ex-
ample:

Now to connect with SSL to the server use the verify parameter pointing to the certificate file when
instantiating Sushy, for example:

3.3 Sushy Library Reference

3.3.1 Usage
Using Sushy

To use sushy in a project:

Specifying an authentication type

There are three authentication objects. By default we use SessionOrBasicAuth.
Authentication Modes:

¢ auth.SessionOrBasicAuth: Use session based authentication. If we are unable to create a session we
will fallback to basic authentication.

* auth.BasicAuth: Use basic authentication only.

* auth.SessionAuth: Use session based authentication only.

(continues on next page)
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(continued from previous page)

Creating and using a sushy system object

(continues on next page)
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(continued from previous page)

(continues on next page)
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(continued from previous page)

Creating and using a sushy manager object

(continues on next page)
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(continued from previous page)
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Creating and using a sushy client with Sessions

Using OEM extensions

Before running this example, please make sure you have a Redfish BMC that includes the OEM piece for
a specific vendor, as well as the Sushy OEM extension package installed in the system for the same vendor.

You can check the presence of the OEM extension within each Redfish resource by specifying the vendor
ID and search for them.

In the following example, we are looking up “Acme” vendor extension to Redfish Manager resource.

(continues on next page)
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(continued from previous page)

If you do not have any real baremetal machine that supports the Redfish protocol you can look at the
Contributing to Sushy page to learn how to run a Redfish emulator.

For the OEM extension example, presently, both of the emulators (static/dynamic) do not expose any OEM;
as a result, users may need to add manually some OEM resources to emulators’ templates. It may be easier
to start with a static emulator.

3.3.2 Sushy Python API Reference

* modindex
sushy
sushy package
Subpackages
sushy.resources package
Subpackages

sushy.resources.certificateservice package

3.3. Sushy Library Reference 13
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Submodules
sushy.resources.certificateservice.certificate module
sushy.resources.certificateservice.certificateservice module
sushy.resources.certificateservice.constants module
Module contents

sushy.resources.chassis package

Subpackages

sushy.resources.chassis.power package
Submodules
sushy.resources.chassis.power.constants module
sushy.resources.chassis.power.power module
Module contents

sushy.resources.chassis.thermal package
Submodules
sushy.resources.chassis.thermal.constants module
sushy.resources.chassis.thermal.thermal module
Module contents

Submodules

sushy.resources.chassis.chassis module
sushy.resources.chassis.constants module

Module contents

sushy.resources.compositionservice package

14 Chapter 3.

Documentation
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Submodules
sushy.resources.compositionservice.compositionservice module
sushy.resources.compositionservice.constants module
sushy.resources.compositionservice.resourceblock module
sushy.resources.compositionservice.resourcezone module
Module contents

sushy.resources.eventservice package

Submodules

sushy.resources.eventservice.constants module
sushy.resources.eventservice.eventdestination module
sushy.resources.eventservice.eventservice module
Module contents

sushy.resources.fabric package

Submodules

sushy.resources.fabric.constants module
sushy.resources.fabric.endpoint module
sushy.resources.fabric.fabric module

Module contents

sushy.resources.manager package

Submodules

sushy.resources.manager.constants module

sushy.resources.manager.manager module

3.3. Sushy Library Reference
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sushy.resources.manager.virtual_media module
Module contents

sushy.resources.oem package

Submodules

sushy.resources.oem.base module
sushy.resources.oem.common module
sushy.resources.oem.fake module

Module contents

sushy.resources.registry package

Submodules
sushy.resources.registry.attribute_registry module
sushy.resources.registry.constants module
sushy.resources.registry.message_registry module
sushy.resources.registry.message_registry_file module
Module contents

sushy.resources.sessionservice package
Submodules
sushy.resources.sessionservice.session module
sushy.resources.sessionservice.sessionservice module
Module contents

sushy.resources.system package

Subpackages

16 Chapter 3.
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sushy.resources.system.network package
Submodules
sushy.resources.system.network.adapter module
sushy.resources.system.network.constants module
sushy.resources.system.network.device_function module
sushy.resources.system.network.port module
Module contents

sushy.resources.system.storage package
Submodules
sushy.resources.system.storage.constants module
sushy.resources.system.storage.controller module
sushy.resources.system.storage.drive module
sushy.resources.system.storage.storage module
sushy.resources.system.storage.volume module
Module contents

Submodules

sushy.resources.system.bios module
sushy.resources.system.constants module
sushy.resources.system.ethernet_interface module
sushy.resources.system.processor module
sushy.resources.system.secure_boot module

sushy.resources.system.secure_boot_database module

3.3. Sushy Library Reference
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sushy.resources.system.simple_storage module
sushy.resources.system.system module

Module contents

sushy.resources.taskservice package
Submodules
sushy.resources.taskservice.constants module
sushy.resources.taskservice.task module
sushy.resources.taskservice.taskservice module
Module contents

sushy.resources.updateservice package
Submodules
sushy.resources.updateservice.constants module
sushy.resources.updateservice.softwareinventory module
sushy.resources.updateservice.updateservice module
Module contents

Submodules

sushy.resources.base module
sushy.resources.common module
sushy.resources.constants module
sushy.resources.ipaddresses module
sushy.resources.settings module

Module contents

18 Chapter 3.
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Submodules

sushy.auth module

sushy.connector module

sushy.exceptions module

exception sushy.exceptions.AccessError (method, url, response)

Bases: sushy.exceptions.HTTPError

exception sushy.exceptions.ArchiveParsingError (message=None, **kwargs)

Bases: sushy.exceptions.SushyError

message = 'Failed parsing archive "% (path)s": % (error)s'
exception sushy.exceptions.BadRequestError (method, url, response)

Bases: sushy.exceptions.HTTPError

exception sushy.exceptions.ConnectionError (message=None, **kwargs)

Bases: sushy.exceptions.SushyError

message = 'Unable to connect to %(url)s. Error: $%(error)s'
exception sushy.exceptions.ExtensionError (message=None, **kwargs)

Bases: sushy.exceptions.SushyError

message = 'Sushy Extension Error: % (error)s'
exception sushy.exceptions.HTTPError (method, url, response)

Bases: sushy.exceptions.SushyError

Basic exception for HTTP errors

body = None
Error JSON body, if present.

code = 'Base.l.0.GeneralError'

Error code defined in the Redfish specification, if present.

detail = None

Error message defined in the Redfish specification, if present.

extended_info = None

Extended information provided in the response.

message = 'HTTP % (method)s % (url)s returned code % (code)s.
% (error)s Extended information: % (ext_info)s'

property related_properties
List of properties related to the error.

status_code = None
HTTP status code.

3.3. Sushy Library Reference 19
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exception sushy.exceptions.InvalidParameterValueError (message=None,
**kwargs)

Bases: sushy.exceptions.SushyError

message = 'The parameter "% (parameter)s" value "% (value)s" is
invalid. Valid values are: %(valid_values)s'

exception sushy.exceptions.MalformedAttributeError (message=None, **kwargs)
Bases: sushy.exceptions.SushyError

message = 'The attribute % (attribute)s is malformed in the
resource % (resource)s: $%$(error)s'

exception sushy.exceptions.MissingActionError (message=None, **kwargs)
Bases: sushy.exceptions.SushyError

message = 'The action %(action)s is missing from the resource
% (resource)s'

exception sushy.exceptions.MissingAttributeError (message=None, **kwargs)
Bases: sushy.exceptions.SushyError

message = 'The attribute % (attribute)s is missing from the
resource % (resource)s'

exception sushy.exceptions.MissingHeaderError (message=None, **kwargs)
Bases: sushy.exceptions.SushyError

message = 'Response to %(target_uri)s did not contain a
% (header) s header'

exception sushy.exceptions.MissingXAuthToken (method, url, response)
Bases: sushy.exceptions.HTTPError

message = 'No X-Auth-Token returned from remote host when
attempting to establish a session. Error: %(error)s'

exception sushy.exceptions.OEMExtensionNotFoundError (message=None,
*Eewargs)

Bases: sushy.exceptions.SushyError

message = 'No % (resource)s OEM extension found by name
"% (name)s".'

exception sushy.exceptions.ResourceNotFoundError (method, url, response)
Bases: sushy.exceptions.HTTPError

message = 'Resource % (url)s not found'

exception sushy.exceptions.ServerSideError (method, url, response)

Bases: sushy.exceptions.HTTPError

exception sushy.exceptions.SushyError (message=None, **kwargs)

Bases: Exception

Basic exception for errors raised by Sushy

20 Chapter 3. Documentation
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message = None

exception sushy.exceptions.UnknownDefaultError (message=None, **kwargs)

Bases: sushy.exceptions.SushyError

message = 'Failed at determining default for "% (entity)s":
% (error)s'

sushy.exceptions.raise_for_response (method, url, response)

Raise a correct error class, if needed.

sushy.main module
sushy.taskmonitor module
sushy.utils module
Module contents

* genindex

3.3. Sushy Library Reference 21
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