Keystone Documentation
Release 18.1.1.dev13

OpenStack

Oct 06, 2023






1 Keystone Installation Tutorial
Keystone Installation Tutorial for openSUSE and SUSE Linux Enterprise . . . . . . ..

1.1

1.2

1.3

1.1.1
1.1.2

1.2.1
1.2.2

1.3.1
1.3.2

Abstract . . . . ..
Contents . . . . . .

CONTENTS

Identity service overview . . . . . . ... ..ol e e e

Install and configure

Create a domain, projects, users, androles . . . . . . .. ... ... .. ... ..

Verify operation . .

Create OpenStack client environment scripts . . . . . . . . . . ... ... ...
Keystone Installation Tutorial for Red Hat Enterprise Linux and CentOS . . . . . . ..

Abstract . . . . ..
Contents . . . . . .

Identity SEIrvice OVEIVIEW . . . . . v v v v v v e e e e e e e e

Install and configure

Create a domain, projects, users, androles . . . . . . . ... .. ... ......

Verify operation . .

Create OpenStack client environment scripts . . . . . . . . . .. . . . ... ..
Keystone Installation Tutorial for Ubuntu . . . . . . ... ... ... .. ... ... ..

Abstract . . . . . .
Contents . . . . . .

Identity service overview . . . . . . .. oL

Install and configure

Create a domain, projects, users, androles . . . . . . . ... ... ... ... ..

Verify operation . .

Create OpenStack client environment scripts . . . . . . . . . .. ... ... ..

2 Getting Started

2.1

Keystone Architecture . . . . . . . . . . . o o e e e e e
211 Services . . . .. e e e e e e e e e e e e e
Identity . . . . . . . . e e
Resource . . . . . . . . e
ASSIGNMENt . . . . . oL e e e e e e e e e
Token . . . . . . e e e e
Catalog . . . . . . e
2.1.2  Application Construction . . . . . . . . . . . o it
2.1.3  ServiceBackends . . . . .. .. ...
Templated Backend . . . . . . . . .. ... ... .. ...
2.14 DataModel . . . . . . . ... e e e e e
2.1.5 ApproachtoCRUD . . . . . . . . . ... .. .

29
29
29
29
30
30
31
31
31
33
34
34
35




4

5

22
23

2.1.6  Approach to Authorization (Policy) . . . . ... ... ... .. ... ...
Rules . . . . o e
Capability RBAC . . . . . . . . e

2.1.7  Approach to Authentication . . . . . .. .. ... L oL
Whatis Scope? . . . . . . . e e e e e

Mapping of policy targetto APT . . . . . . . ... L

Getting Involved . . . . . . . .

2.3.1 How toJoin the Community . . . . . . ... ... ... ... ... ..
#openstack-keystone on Freenode IRC Network . . . . . . ... ... ... ...
Keystone on Launchpad . . . . .. . ... ... ... .
OpenStack Blog . . . . . . . . . . . e
TWItter . . . . o e e e e

Code Documentation

3.1

keystone . . . . .. e e e e e
3.1.1  keystonepackage . . . . . . ...
Subpackages . . . . ...
Submodules . . . . . . .. ...
Module contents . . . . . . . . ... e e e e e e e e e e

Indices and tables

Contributor Documentation

5.1

5.2

53

54

So You Want to Contribute . . . . . . . . . ...
5.1.1 0 Communication . . . . . . . o v .ot e e e e e e e e e e e
5.1.2  Contacting the Core Team . . . . . . .. ... ... ... ... ...
5.1.3  New Feature Planning . . . . . .. .. .. ... .. .. ... ... ...
5.14  TaskTracking . . . . . . . . . . e
5.1.5 ReportingaBug. . . ... ... .. ...
5.1.6  Getting Your PatchMerged . . . . . . . ... ... ...

Project Team Lead Duties . . . . . . . . . . ... ... ... ... ......

5.2.1  The Meaning of Low Hanging Fruit . . . ... ... ... ...........
Setting up Keystone . . . . . . ...
5.3.1  PrerequiSiteS . . . . .. .. e e e e e e e
5.3.2 Installing fromsource . . . . . . . . .. ..
5.3.3 Developmentenvironment . . . . . . . ... ... 0L e e
5.34 Deploying configurationfiles . . . . . . .. .. ... ... ...

Configuring Keystone withasamplefile . . . . . ... ... ... ... .....
5.3.5 Bootstrapping atestdeployment . . . . . .. ... .. ... ... ... ..
5.3.6  Verifying keystoneissetup . . . . . . . . . ... Lo
5377 Database setup . . . . . . .o e e e e e e e e e
5.3.8 Initializing Keystone . . . . . . . . . . ... e

Initial Sample Data . . . . . . . . . . . .. ...
5.3.9 Interacting with Keystone . . . . . .. .. ... ... ... .
Identity API v2.0 and v3 History . . . . . . . . . . ... .
5.4.1  Specifications . . . . . . ... e e e e e e e e e
542  HIStOry . . . o o e e e e
5.4.3 How doImigrate fromv2.0tov3? . . . . . . .. ... ... ... ..

Tamadeployer . . . . . . . . . e

IThaveaPythonclient. . . . . . . . . . .. ... ... .. ...

I'have anon-Pythonclient . . . . . ... ... ... ... ... ... ...

37

45
45
45
45
346
359

361




5.5

5.6

5.7

5.8
59

5.10

5.11
5.12
5.13
5.14

5.15

5.4.4  Why do I see deployments with Keystone running on two ports? . . . . .. .. 371

54.5 HTTP/1.1 Chunked Encoding . . . ... ... ... ... ... ...... 372
Proposing Features . . . . . . . . . . . .. 372
5.5.1 RFEBugReports . . . . . . .. e 372
5.52  Specifications . . . . . ... e e e e e e e e e e 373
Working with Release Notes . . . . . . . . . ... ... . 373
5.6.1 Release NotesforBugs . . . . . ... .. ... .. ... .. .. ... ..... 374
5.6.2 Release Notes for Features . . . . . .. ... ... ... ... ... ...... 374
Testing Keystone . . . . . . . . . . . e e e e e e e 375
57.1 Running Tests . . . . . . . . . . o e 375

Interactive debugging . . . . . . . . . ... 375
5.7.2  Building the Documentation . . . . . . .. ... ... ... . ... 376
5.7.3  Tests Structure . . . . . .. ..o e e e e e e e e 376
5.74  Testing Schema Migrations . . . . . . . . . . . .. e 376
57.5 LDAPTesSts . . . . . o e e e 377
5.7.6  Workinprogress Tests . . . . . . . . . . . e e e 377
577 APl & Scenario Tests . . . . . . . . . .. L 378

Writing new APl & Scenario Tests . . . . . . .. ... ... ... ........ 378
Developing doctorchecks . . . . . . . . ... L 381
Making an APIChange . . . . . . . . . . . . . . . e 382
5.9.1  PrerequiSites . . . . . . . .. e 382
5.9.2 Proposingachange . . . . . ... ... ... ... 382

Create . . . . . o v i e e e e e e 382

AGIEemMeNnt . . . . . . . e e e e e e e e e e e e 382
5.9.3 Implementingachange . . . .. .. .. .. ... .. ... 383

Architectural Recapitulation . . . . .. ... ... ... oL oL, 383

Changing the SQL Model and Driver . . . . . .. ... ... ... ... .... 383

Changing the Manager . . . . . . ... ... ... ... 384

Changing the APl Interface . . . . . ... ... ... ... ... ........ 384
594  Conclusion . . . . .. . 385
Authentication Plugins . . . . . . . . . . .. ... 385
5.10.1 How to Implement an Authentication Plugin . . . . . ... .. ... ... ... 385
Database Migrations . . . . . . . . . v v v v e e e e e e e e e e e e 386
Identity entity ID management for domain-specific backends . . . . . . . ... ... .. 387
Translated reSPONSES . . . . . v o v i i e e e e e e e e e e 387
Learning Architecture Internals . . . . . . . . . ... ... .. . . o 388
5.14.1 CachingLayer . . . .. .. . . . . e 388
5.14.2  Filtering responsibilities between API resources and drivers . . . . . . . . .. 389
5.14.3 Entity list truncation by drivers . . . . . . . .. ... oL oo 389
Keystone for Other Services . . . . . . . . . . . . i i it i 390
SA5.1 Glossary . . . . . L. e e e e e e e 390
552 Domains . . . . ... e e e e e e e 390
5.15.3 Thedefaultdomain . . . . . . . . .. . ... L . 391
5.15.4 Authorization Scopes . . . . . . . ... 391

System SCOPe . . . . . ... e e 391

Domain Scope . . . . . . .. e 392

Project Scope . . . . . . L 392

Unscoped . . . . . o e e e 392
5.15.5 Why are authorization scopes important? . . . . . . . . ... ... ... . 393

Flexibility for exposing yourwork . . . . . . .. ... ... ... ... 393

Lesscustomcode . . . . . . . ... L 393




6

5.15.6 How do I incorporate authorization scopes into a service? . . . . . . . ... .. 395
Ruthless Testing . . . . . . . . . o 0 i e 395

Auditingthe AP . . . . . . . ... 396

Setting SCOPE LYPES .+ v v v v v e e e e e e e e e e e e e e e e e e 396

Rewriting check string . . . . . . . . . . ... L 397
Communication . . . . . . . . . oLl e e e e e 397

5.15.7 Auth Token middleware . . . . . ... ... ... ... ... ... ..., 397
Service tokens . . . . . ... e 397

5.15.8 Pickingtheversion . . . . .. . ... .. L 397
5.15.9 Hierarchical Multitenancy . . . . . . . . . . . .. ... .. 398

5.16 Developing Keystone Drivers . . . . . . . .. ... ... o 398
5.16.1 In/OutofTree . . . . . . . . . o i i e e 398
5.16.2 HowToMakeaDriver . . . . . ... ... ... .. . ..., 398
5.16.3 Driver Interface Changes . . . . . . . .. ... ... o 399
RemovingMethods . . . . . . . . . ... .. e 399

Adding Methods . . . . . . . ... 399

Updating Methods . . . . . . . . . . . . . . . 399

5.17 Service Catalog Overview . . . . . . . . . . . o e 399
5.17.1 Anexample servicecatalog . . . . . . . . . . ... 400
SA7.2  Services . . . . . oo e e e e e e e e 400
5.17.3 Endpoints . . . . . .. e e e e e 401

5.18 Technical Vision for Keystone . . . . . . ... ... ... ... ... 402
5.18.1 Mission Statement . . . . ... oL e e e e e e e e 402
5.18.2 Vision for OpenStack . . . . . . . . . . . . . ... 402
Self-service . . . . . . .. e 402

Application Control . . . . . . . . . L 402
Interoperability . . . . . . . . ... 402

Bidirectional Compatibility . . . . ... ... ... .. ... .. ... ..... 403

Partitioning . . . . . . . .. 403

Basic Physical Data Center Management . . . . . . . ... ... ........ 403

Plays Well With Others . . . . . . . .. ... .. .. ... . ... 403
Customizable Integration . . . . . . . . . . . .. ... 403

Graphical User Interface . . . . . .. .. .. .. ... ... ... ... ..... 403

Secure by Design . . . . . . . .. e 404

5.19 Programming Exercises for Interns and New Contributors . . . . . .. ... ... ... 404
5.19.1 AddaParametertoan API . . . . .. ... ... .. . 404
5.19.2  Write an External Driver . . . . . . . . .. ... L oo 405
5.193 Writean Auth Plugin . . . . . . ... .. L 405

User Documentation 407
6.1 Supportedclients . . . . . . . . . L e e e e e 407
6.1.1  Authenticating with a Password viaCLI . . . . . ... ... ... ... . ... 407

6.2  Application Credentials . . . . . . . . . . . . . . . e 408
6.2.1  Managing Application Credentials . . . . . . .. ... ... ... ... ..., 408

6.22 AccessRules . . ... .. ... 411

6.2.3  Using Application Credentials . . . . . . . . ... ... ... ... ...... 413

6.2.4  Rotating Application Credentials . . . . . . . .. ... ... ... ... .. .. 413

6.2.5 Frequently Asked Questions . . . . . . .. .. ... o 414

Why is the application credential owned by the user rather than the project? . . . 414

6.3 TIUStS . . . .o e e e e e 414




6.4 API Discovery withJSON Home . . . .. ... ... ... .. .. ... . ...... 415
6.4.1  WhatisJSONHome?. . . . . . . .. ... .. . 415

6.4.2 Requesting JSON Home Documents . . . . . ... ... ... .. ....... 415

6.5 APIExamplesusingCurl . . .. .. ... ... ... 416
6.5.1 v3 APl Examples UsingCurl . . . . . . .. .. ... ... ... .. ...... 416
GET/ . . e e 416

Tokens . . . . . . 417

Domains . . . . . . .. e 427

Projects . . . . . . . e 428

GET /V3/services . . . . . o v v v i i e e e e e e e e e 430

GET /v3/endpoints . . . . . . . . . i e e e e 430

USEIS . . o ot e e e 431

PUT /v3/projects/{project_id}/groups/{ group_id}/roles/{role_id} . .. ... .. 433

POST /v3/OS-TRUST/trusts . . . . . . . .. oot s e e 434

6.6  Multi-Factor Authentication . . . . . . . . . . . ... . e 435
6.6.1 Configuring MFA . . . . . . . . . e 435

6.6.2 Using MFA . . . . . . e 435
Singlestep . . . . . . e e e e e e e 435

Multi-Step . . . . . o e 436

7 CLI Documentation 439
7.1 KeysStone-manage . . . . . . . . i it e e e e e e e e e e e e e e e e e e 439
7.1.1  Keystone Management Utility . . . . .. ... ... ... ........... 439
SYNOPSIS . . . . e 439
DESCRIPTION . . . . . . s e e s 439

USAGE . . . . e 439

OPTIONS . . . . e 440

FILES . . . . o e 442

SEEALSO . . . . . e 442

SOURCE . . . . . e 442

7.2 KeyStone-statls . . . . . . v v v i e e e e e e e e e e e e e e e e e e 442
7.2.1  Keystone Status Utility . . . . . . ... ... . L 442
SYNOPSIS . . . . e 442
DESCRIPTION . . . . . . s e e e 442

USAGE . . . . e 443

OPTIONS . . . . e 443

FILES . . . . e 444

SEEALSO . . . . . e 444

SOURCE . . . . . e 444

8 Administrator Guides 445
8.1 Getting Started . . . . . ... e e e e e e e 445
8.1.1  Identity CONCEPLS . . . .« « v v v i it e e e e 445

User management . . . . . . . v v v v v v e e e e e e e e e e e e e e 446

Service management . . . . . . ... ..ol o e 449

GIoupPS . . . o o e e e e e e e 449

8.1.2 Configuring Keystone . . . . . . . . .. ... ... .. e 450
Identity sources . . . . . . . . ... 450

8.1.3  Bootstrapping Identity . . . . . . . . . ... ... . 452
Usingthe CLI. . . . . . . . . o s 452
Usingasharedsecret . . . . . . . . . . . . 0 i i i 453

8.1.4  Manage projects, users,androles . . . . . . ... ... L. 454




8.2

8.3

8.4

Projects . . . . . . e 454

USEIS .« . . o o e e e e 456
Roles and role assignments . . . . . . . . . . . ... .. . o 457
8.1.5  Create and manage services and service users . . . . . . . . . . . . ... ... 460
Service Catalog . . . . . . . . . . . e 460
SEIVICE USEIS . . v v v v v vt e i i e e e e e e e e e e 463
Keystone Configuration . . . . . . . . . . . . . 0 ittt 465
8.2.1  Troubleshoot the Identity service . . . . . . . . . ... ... ... ....... 465
8.2.2 LoggIng . . . . . . e e e e 466
8.2.3  Domain-specific configuration . . . . . ... .. ... Lo 466
Enable drivers for domain-specific configuration files . . . . . . .. ... .. .. 466
Enable drivers for storing configuration options in SQL database . . . . . . . .. 466
Public ID Generators . . . . . . . . . . ..ot 468
Migrate domain-specific configuration files to the SQL database . . . . . .. .. 469
8.2.4 Integrate Identity with LDAP . . . . . . . .. ... .. ... 469
Identity LDAP serversetup . . . . . . . o oo v vttt e e 469
Integrate Identity back end with LDAP . . . . . .. .. .. ... .. .. .... 472
Secure the OpenStack Identity service connection to an LDAP backend . . . . . 475
825 Cachinglayer . . . . . . . . . . . e 476
Caching for tokens and tokens validation . . . . .. ... ... ......... 478
Caching for non-token resources . . . . . . . . . . . ... 478
Cache invalidation . . . . . . . . . . .. ... 479
Configure the Memcached back end example . . . . .. ... ... ... .... 479
Verbose cache logging . . . . . . . . . . ... 479
8.2.6  Security compliance and PCI-DSS . . . . . . ... ... ... .. oL 480
Setting an account lockout threshold . . . . . . .. ... ... ... ... . ... 480
Disabling inactive USEIS . . . . . v v v v v v e e e e e e e e e e e 480
Force users to change password upon firstuse . . . . . . .. .. ... .. .... 481
Configuring password expiration . . . . . . . . . v v vt it e . 481
Configuring password strength requirements . . . . . . ... ... ... .... 481
Requiring a unique password history . . . . . . . .. ... ... ... ... 482
Prevent Self-Service Password Changes . . . . . . .. ... ... ... ..... 483
8.2.7 Performance andscaling . . .. .. ... ... ... .. ... ... ..., 483
Keystone configuration options that affect performance . . . . . . .. ... ... 483
Keystonemiddleware configuration options that affect performance . . . . . . . 483
8.2.8  URL safe naming of projects and domains . . . . . . . ... ... .. ..... 484
8.2.9 Limiting listreturnsize . . . . . . . . .. .. L o 484
8.2.10 Endpoint Filtering . . . . . . . . . . . . .. ... 485
8.2.11 EndpointPolicy . . . . . . . . .. 485
Keystone Operations . . . . . . . . . o v v i i e e e e e e e e e 485
8.3.1 Upgrading Keystone . . . .. ... ... .. ... 485
Before youbegin . . . . . . . . ... 486
Upgrading with downtime . . . . . .. ... ... ... ... ... .... 486
Upgrading with minimal downtime . . . . . .. ... ... ... ........ 486
Upgrading without downtime . . . . . . .. ... ... ... ... ..., 487
8.3.2  Case-Insensitivity inkeystone . . . . . . . ... ... ... ... 489
Resourcesinkeystone . . . . . . . ... L 489
Backends . . . . . .. 490
8.3.3  Managin@ trusts . . . . . . . ... e e e e e e e e 491
Removing Expired Trusts . . . . . . . ... ... ... oL 491
All about keystone tokens . . . . . . . . .. ... 491

Vi



84.1 Keystonetokens . . . . . . . . .. L L 491

AUthorization SCOPES . . . . v v v v v vt e e e e e e e e e 491
Tokenproviders . . . . . . . . .. 493
8.4.2  Fernet - Frequently Asked Questions . . . . . .. ... ... ... ....... 495
Whatis a fernettoken? . . . . . . . ... Lo 496
Whatisafernetkey? . . . . . . . ... L L 496
What are the different typesof keys? . . . . . . . .. . ... ... ... ..., 496
So, how does a staged key help me and why do I care aboutit? . . . . . . .. .. 496
Where do I put my key repository? . . . . . . . . ... ... .. 497
What is the recommended way to rotate and distribute keys? . . . . . .. .. .. 497
Do fernet tokens still expire? . . . . . . . . . . . ... 497
Why should I choose fernet tokens over UUID tokens? . . . . . ... .. .... 497
Why should I choose fernet tokens over PKI or PKIZ tokens? . . . ... .. .. 497
Should I rotate and distribute keys from the same keystone node every rotation? . 498
How do I add new keystone nodes to a deployment? . . ... ... ... .... 498
How should I approach key distribution? . . . .. ... ... ... ....... 498
How long should I keep my keys around? . . . . . ... ... .......... 499
Is a fernet token still a bearer token? . . . . . . ... ..o oo 499
What if I need to revoke all my tokens? . . . . ... ... ... ... ..., 499
What can an attacker do if they compromise a fernet key in my deployment? . . 499
I rotated keys and now tokens are invalidating early, what did I do? . . . . . .. 500
843 JWSkeyrotation . . . . . . ... 502
Initial setup . . . . . . . . e e e e e 502
Continued OPerations . . . . . . . v v v v v v e e e e e e e e e e 502
8.4.4 Tokenprovider . . . . . . . . . . i e e e 503
DefaultRoles . . . . . . . . . e 504
5.1  Primer . . . . .. 504
8.5.2 Roles Definitions . . . . . .. ... .. 504
Reader . . . . . . . . e 504
Member . . . . . .. e 505
Admin . ... e 505
8.5.3  System Administrators . . . . . . .. ... oL e 505
8.5.4  System Members & SystemReaders . . . . . ... ... ... ......... 506
8.5.5 Domain Administrators . . . . . . . . . ...t e e e e 506
8.5.6 Domain Members & Domain Readers . . . . . ... ... ........... 507
8.5.7  Project AdminiStrators . . . . . . . . . .o . e e e e e e e e e 507
8.5.8  Project Members & Project Readers . . . . . ... ... ... ... . ..... 508
8.5.9 WritingPolicies . . . . . . . . . . ... 508
Advanced Keystone Features . . . . . . . ... ... ... o 509
8.6.1 UnifiedLimits . . . . . . . . . . . e 509
Whatisalimit? . . . . . .. . . e 509
Limitsandusage . . . . . . . . . . i 0 i e e 510
Enforcementmodels . . . . . ... ... .. 511
8.6.2  Resource OptionsS . . . . . . . . . it e e e e e e 520
User OptionsS . . . . v v v v v e e e e e e e e e e e e e e e e e e e 520
Role Options . . . . . . . . . o e 523
Project Options . . . . . . . . . o . i e e e 524
Domain Options . . . . . . . . . . . e 524
8.6.3 Credential Encryption . . . . . . . . . . . . ... 524
Configuring credential encryption . . . . . . .. ... ... ... ... 525
How credential encryptionworks . . . . ... ... ... ... ... ...... 525

Vii



Encrypting existing credentials . . . . . . .. ... ... oL 0oL 525

Encryption key management . . . . . . . .. ... ... 526

8.6.4 HealthCheck . ... ... . . . . . . . . e e 527
8.6.5 Keystone Event Notifications . . . . . .. ... .. ... ... ... ...... 527
Common Notification Structure . . . . . . . . .. .. ... ... ..., 527
Auditing with CADF . . . . . . . . . 528

Basic Notifications . . . . . . . . . . . . . e 534
Recommendations for consumers . . . . .. ... ... ... .. .. ... .. 535
Opting out of certain notifications . . . . . . . . . ... ... ... ....... 535

8.7 Authentication Mechanisms . . . . . . . . . . ... e e e 535
8.7.1  Multi-Factor Authentication . . . . . . ... ... ... . ... ... . 536
Configuring MFA . . . . . . . o . o 536

Using MFA . . . . . L e e 537
Supported multi-factor authentication methods . . . . . .. ... ... ... .. 537

8.7.2  Time-based One-time Password (TOTP) . . . . . ... .. ... ... ..... 537
Configuring TOTP . . . . . . . . . . e 537
Authenticate with TOTP . . . . . . ... ... ... .. .. .. ..., 539

8.7.3 Federated Identity . . . . . . . . . . . . ... 539
Introduction to Keystone Federation . . . . . . ... ... .. .......... 539
Configuring Keystone for Federation . . . .. ... ... ... ......... 550
Mapping Combinations . . . . . . . . . .. ... L e 572

8.7.4  Using external authentication with Keystone . . . . . .. . ... ... ..... 589
Configuration . . . . . . . . . ... L e 589

Using HTTPD authentication . . . . . . ... ... .. ... .......... 590

8.7.5  Configuring Keystone for Tokenless Authorization . . ... .. ... ... .. 590
Definitions . . . . . . . ... e 590
Keystone Configuration . . . . . . . . . . . . . e 593

Setup Mapping . . . . . . o o o e e 595

SSL Terminator Configuration . . . . . . . . . . . .. .. ... .. 597

Setup auth_tokenmiddleware . . ... ... ... ... ... ... .. ... 598

87.6 OAuthl 1.0a. . . . . . . . . . e 599
9 Keystone Configuration Options 601
9.1 APIConfiguration Options . . . . . . . . . v v it e e e e e 601
9.1.1  Configuration . . . . . . . . . . e e 601
DEFAULT . . . . e 601
application_credential . . . . . ... ... oL oL 609
ASSIGNMENT . . . . v v e et e e e e e e e e e e e e e e e e e 610

auth . . . . 610

cache . . . . . . . e 611
catalog . . .. L e 616

COTS v v v e e e e e e e e e e e e e e e e 617
credential . . . . . . L L e e e e e 618
database . . . . . . .. 619
domain_config . . . . . ... L 623
endpoint_filter . . . . . . . ... 623
endpoint_poliCy . . . . . . . . e e e 624
eventlet_server . . . . . . ... e e 624
federation . . . . . . . . ... e 626
fernet_receipts . . . . . . . ... e e e 627
fernet_tokens . . . . . . . .. 628

viii



healthcheck . . . . . . . . . . e 628

identity . . . ... e e 629
identity_mapping . . . . . . . i e e e e e e e e e e e e e e e 632
gwt_tokens ..o L L L e 633
Idap . . . . . e e e 633
memecache . . . . . .. e 641
oauthl . . . . . . e 642
oslo_messaging_amgp . . . . . . . . ... o 643
oslo_messaging kafka . . . .. ... ... ... ... ... .. 649
oslo_messaging_notifications . . . . . . . .. ... oL 652
oslo_messaging_rabbit . . . . . . . . ... ... 653
oslo middleware . . . . . . . . . .. e 657
oslo_policy . . . . . . . . e 658
POLICY . . . . e e e e e 660
profiler . . . . L e e 660
TECEIPL . o v o v e e e e e e e e e e e e e e e e e 662
TESOUICE + & v v v v e e e e e e e e e e e e e e e e e e e 663
TEVOKE . . . o o e e e e e e e e e e e e e e 665
ole . .. e e 666
saml . .o e 666
security_compliance . . . . . . .. ... e 669
shadow_users . . . . . . ... 671
token . . ... 671
tokenless_auth . . . . . . . . e 673
170750 673
TIUSE .« o o o e e e e e e e e e e e e e 674
unified_limit . . . . . . . . 674
WSZL o v v e e e e e e e 675
9.1.2  Domain-specific Identity drivers . . . . . . .. ... ... ... ... ..... 675
9.2 Policy configuration . . . . . .. ... e 675
9.2.1  Configuration . . . . . . . . . o i i e e e e 675
keystone . . ... 676







CHAPTER
ONE

KEYSTONE INSTALLATION TUTORIAL

The OpenStack system consists of several key services that are separately installed. These services work
together depending on your cloud needs and include the Compute, Identity, Networking, Image, Block
Storage, Object Storage, Telemetry, Orchestration, and Database services. You can install any of these
projects separately and configure them stand-alone or as connected entities.

This section describes how to install and configure the OpenStack Identity service, code-named key-
stone, on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the
Apache HTTP server to handle requests.

1.1 Keystone Installation Tutorial for openSUSE and SUSE Linux
Enterprise

1.1.1 Abstract

This guide will show you how to install OpenStack by using packages on openSUSE Leap 42.2 and
SUSE Linux Enterprise Server 12 - for both SP1 and SP2 - through the Open Build Service Cloud
repository.

Explanations of configuration options and sample configuration files are included.

Warning: This guide is a work-in-progress and is subject to updates frequently. Pre-release pack-
ages have been used for testing, and some instructions may not work with final versions. Please help
us make this guide better by reporting any errors you encounter.

1.1.2 Contents
Identity service overview

The OpenStack Identity service provides a single point of integration for managing authentication, au-
thorization, and a catalog of services.

The Identity service is typically the first service a user interacts with. Once authenticated, an end user
can use their identity to access other OpenStack services. Likewise, other OpenStack services leverage
the Identity service to ensure users are who they say they are and discover where other services are
within the deployment. The Identity service can also integrate with some external user management
systems (such as LDAP).
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Users and services can locate other services by using the service catalog, which is managed by the
Identity service. As the name implies, a service catalog is a collection of available services in an Open-
Stack deployment. Each service can have one or many endpoints and each endpoint can be one of three
types: admin, internal, or public. In a production environment, different endpoint types might reside
on separate networks exposed to different types of users for security reasons. For instance, the public
API network might be visible from the Internet so customers can manage their clouds. The admin API
network might be restricted to operators within the organization that manages cloud infrastructure. The
internal API network might be restricted to the hosts that contain OpenStack services. Also, OpenStack
supports multiple regions for scalability. For simplicity, this guide uses the management network for all
endpoint types and the default RegionOne region. Together, regions, services, and endpoints created
within the Identity service comprise the service catalog for a deployment. Each OpenStack service in
your deployment needs a service entry with corresponding endpoints stored in the Identity service. This
can all be done after the Identity service has been installed and configured.

The Identity service contains these components:

Server A centralized server provides authentication and authorization services using a RESTful inter-
face.

Drivers Drivers or a service back end are integrated to the centralized server. They are used for ac-
cessing identity information in repositories external to OpenStack, and may already exist in the
infrastructure where OpenStack is deployed (for example, SQL databases or LDAP servers).

Modules Middleware modules run in the address space of the OpenStack component that is using the
Identity service. These modules intercept service requests, extract user credentials, and send them
to the centralized server for authorization. The integration between the middleware modules and
OpenStack components uses the Python Web Server Gateway Interface.

Install and configure

This section describes how to install and configure the OpenStack Identity service, code-named key-
stone, on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the
Apache HTTP server to handle requests.

Note: Ensure that you have completed the prerequisite installation steps in the Openstack Install Guide
before proceeding.

Prerequisites

Before you install and configure the Identity service, you must create a database.

Note: Before you begin, ensure you have the most recent version of python-pyasnl installed.

1. Use the database access client to connect to the database server as the root user:

mysgl —-u root -p

2. Create the keystone database:
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3. Grant proper access to the keystone database:

Replace KEYSTONE_DBPASS with a suitable password.

4. Exit the database access client.

Install and configure components

Note: Default configuration files vary by distribution. You might need to add these sections and options
rather than modifying existing sections and options. Also, an ellipsis (. . .) in the configuration snippets
indicates potential default configuration options that you should retain.

Note: Starting with the Newton release, SUSE OpenStack packages are shipping with the upstream de-
fault configuration files. For example /etc/keystone/keystone.conf, with customizations in /
etc/keystone/keystone.conf.d/010-keystone.conf. While the following instructions
modify the default configuration file, adding a new file in /etc/keystone/keystone.conf.d
achieves the same result.

1. Run the following command to install the packages:

zypper install openstack-keystone apache? apache2-mod_wsgi

2. Editthe /etc/keystone/keystone. conf file and complete the following actions:

* Inthe [database] section, configure database access:

Replace KEYSTONE_DBPASS with the password you chose for the database.

Note: Comment out or remove any other connection options in the [database]
section.

* Inthe [token] section, configure the Fernet token provider:

1.1. Keystone Installation Tutorial for openSUSE and SUSE Linux Enterprise 3
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[token]

3. Populate the Identity service database:

su —-s /bin/sh -c keystone

4. Initialize Fernet key repositories:

Note: The —-keystone-user and ——keystone-group flags are used to specify the oper-
ating systems user/group that will be used to run keystone. These are provided to allow running
keystone under another operating system user/group. In the example below, we call the user &
group keystone.

keystone—-manage fernet_setup —-keystone-user keystone —--keystone-
—group keystone

keystone-manage credential_setup —-—-keystone-user keystone —-
—keystone—group keystone

5. Bootstrap the Identity service:

Note: Before the Queens release, keystone needed to be run on two separate ports to accommo-
date the Identity v2 API which ran a separate admin-only service commonly on port 35357. With
the removal of the v2 API, keystone can be run on the same port for all interfaces.

keystone—-manage bootstrap —-bootstrap-password ADMIN_PASS
—-bootstrap-admin-url http://controller:5000/v3/
-—-bootstrap-internal-url http://controller:5000/v3/
——bootstrap-public-url http://controller:5000/v3/
——bootstrap-region-id RegionOne

Replace ADMIN_PASS with a suitable password for an administrative user.

Configure the Apache HTTP server

1. Edit the /etc/sysconfig/apache? file and configure the APACHE_SERVERNAME option
to reference the controller node:

The APACHE_SERVERNAME entry will need to be added if it does not already exist.

2. Create the /etc/apache2/conf.d/wsgi-keystone.conf file with the following con-
tent:

Listen 5000

<VirtualHost >
WSGIDaemonProcess keystone-public processes=5 threads=1
PEP- DNy | By LN N NP P 1 ot A A3 e sz Aama-—0 [DATID ]
AOoT L K _YDL,UIIC BLUUP I&C_YDL,UJ.I UJ_OPJ_Q TTITTmTe o 9T oL

(continues on next page)
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(continued from previous page)

ErrorLog
CustomLog

<Directory
Require all granted
</Directory>
</VirtualHost>

WSGIProcessGroup keystone-public
WSGIScriptAlias /
WSGIApplicationGroup %{GLOBAL}
WSGIPassAuthorization On
ErrorLogFormat

combined

>

3. Recursively change the ownership of the /et c/keystone directory:

chown —-R keystone:keystone /etc/keystone

SSL

A secure deployment should have the web server configured to use SSL or running behind an SSL

terminator.

Finalize the installation

1. Start the Apache HTTP service and configure it to start when the system boots:

systemctl enable apache2.service
systemctl start apache2.service

2. Configure the administrative account by setting the proper environmental variables:

export
export
export
export
export
export
export

admin
ADMIN_PASS
admin
Default
Default
http://controller:5000/v3
3

These values shown here are the default ones created from keystone—-manage bootstrap.

Replace ADMIN_PASS with the password used in the keystone-manage bootstrap com-
mand in keystone-install-configure-obs.
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Create a domain, projects, users, and roles

The Identity service provides authentication services for each OpenStack service. The authentication
service uses a combination of domains, projects, users, and roles.

1. Although the default domain already exists from the keystone-manage bootstrap step in this guide,
a formal way to create a new domain would be:

openstack domain create —--description example

2. This guide uses a service project that contains a unique user for each service that you add to your
environment. Create the service project:

openstack project create --domain default
——description service

3. Regular (non-admin) tasks should use an unprivileged project and user. As an example, this guide
creates the myproject project and myuser user.

* Create the mypro ject project:

openstack project create —--domain default
——description myproject

(continues on next page)
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(continued from previous page)

Note: Do not repeat this step when creating additional users for this project.

¢ Create the myuser user:

openstack user create —--domain default
——password-prompt myuser

¢ Create the myrole role:

openstack role create myrole

* Add the myrole role to the mypro ject project and myuser user:

openstack role add --project myproject —--user myuser myrole

Note: This command provides no output.

Note: You can repeat this procedure to create additional projects and users.
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Verify operation

Verify operation of the Identity service before installing other services.

Note: Perform these commands on the controller node.

1. Unset the temporary OS_AUTH_URL and OS_PASSWORD environment variable:

unset OS_AUTH_URL OS_PASSWORD

2. As the admin user, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os—-project-domain-name Default --os-user-domain-name Default
—-—os—-project-name admin --os-username admin token issue

Note: This command uses the password for the admin user.

3. Asthe myuser user created in the previous section, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os-project-domain-name Default --os-user-domain-name Default
-—-os-project—-name myproject —--os-username myuser token issue

(continues on next page)
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(continued from previous page)

[

Create OpenStack client environment scripts

The previous sections used a combination of environment variables and command options to interact
with the Identity service via the openstack client. To increase efficiency of client operations, Open-
Stack supports simple client environment scripts also known as OpenRC files. These scripts typically
contain common options for all clients, but also support unique options. For more information, see the
OpenStack End User Guide.

Creating the scripts

Create client environment scripts for the admin and demo projects and users. Future portions of this
guide reference these scripts to load appropriate credentials for client operations.

Note: The paths of the client environment scripts are unrestricted. For convenience, you can place the
scripts in any location, however ensure that they are accessible and located in a secure place appropriate
for your deployment, as they do contain sensitive credentials.

1. Create and edit the admin-openrc file and add the following content:

Note: The OpenStack client also supports using a clouds.yaml file. For more information,
see the os-client-config.

export Default

export Default

export admin

export admin

export ADMIN_PASS

export http://controller:5000/v3
export 3

export 2

Replace ADMIN_PASS with the password you chose for the admin user in the Identity service.

2. Create and edit the demo—-openrc file and add the following content:

1.1. Keystone Installation Tutorial for openSUSE and SUSE Linux Enterprise 9
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export Default

export Default

export myproject

export myuser

export DEMO_PASS

export http://controller:5000/v3
export 3

export 2

Replace DEMO_PASS with the password you chose for the demo user in the Identity service.

Using the scripts

To run clients as a specific project and user, you can simply load the associated client environment script
prior to running them. For example:

1. Load the admin-openrc file to populate environment variables with the location of the Identity
service and the admin project and user credentials:

admin-openrc

2. Request an authentication token:

openstack token issue
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1.2 Keystone Installation Tutorial for Red Hat Enterprise Linux and
CentOS

1.2.1 Abstract

This guide will show you how to install Keystone by using packages available on Red Hat Enterprise
Linux 7 and its derivatives through the RDO repository.

Explanations of configuration options and sample configuration files are included.

Warning: This guide is a work-in-progress and is subject to updates frequently. Pre-release pack-
ages have been used for testing, and some instructions may not work with final versions. Please help
us make this guide better by reporting any errors you encounter.

1.2.2 Contents
Identity service overview

The OpenStack Identity service provides a single point of integration for managing authentication, au-
thorization, and a catalog of services.

The Identity service is typically the first service a user interacts with. Once authenticated, an end user
can use their identity to access other OpenStack services. Likewise, other OpenStack services leverage
the Identity service to ensure users are who they say they are and discover where other services are
within the deployment. The Identity service can also integrate with some external user management
systems (such as LDAP).

Users and services can locate other services by using the service catalog, which is managed by the
Identity service. As the name implies, a service catalog is a collection of available services in an Open-
Stack deployment. Each service can have one or many endpoints and each endpoint can be one of three
types: admin, internal, or public. In a production environment, different endpoint types might reside
on separate networks exposed to different types of users for security reasons. For instance, the public
API network might be visible from the Internet so customers can manage their clouds. The admin API
network might be restricted to operators within the organization that manages cloud infrastructure. The
internal API network might be restricted to the hosts that contain OpenStack services. Also, OpenStack
supports multiple regions for scalability. For simplicity, this guide uses the management network for all
endpoint types and the default RegionOne region. Together, regions, services, and endpoints created
within the Identity service comprise the service catalog for a deployment. Each OpenStack service in
your deployment needs a service entry with corresponding endpoints stored in the Identity service. This
can all be done after the Identity service has been installed and configured.

The Identity service contains these components:

Server A centralized server provides authentication and authorization services using a RESTful inter-
face.

Drivers Drivers or a service back end are integrated to the centralized server. They are used for ac-
cessing identity information in repositories external to OpenStack, and may already exist in the
infrastructure where OpenStack is deployed (for example, SQL databases or LDAP servers).

Modules Middleware modules run in the address space of the OpenStack component that is using the
Identity service. These modules intercept service requests, extract user credentials, and send them
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to the centralized server for authorization. The integration between the middleware modules and
OpenStack components uses the Python Web Server Gateway Interface.

Install and configure

This section describes how to install and configure the OpenStack Identity service, code-named key-
stone, on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the
Apache HTTP server to handle requests.

Note: Ensure that you have completed the prerequisite installation steps in the Openstack Install Guide
before proceeding.

Prerequisites

Before you install and configure the Identity service, you must create a database.

1. Use the database access client to connect to the database server as the root user:

mysgl —u root -p

2. Create the keystone database:

3. Grant proper access to the keystone database:

Replace KEYSTONE_DBPASS with a suitable password.

4. Exit the database access client.

Install and configure components

Note: Default configuration files vary by distribution. You might need to add these sections and options
rather than modifying existing sections and options. Also, an ellipsis (. . .) in the configuration snippets
indicates potential default configuration options that you should retain.

1. Run the following command to install the packages:

yum install openstack-keystone httpd mod_wsgi
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Note: For RHELS&/Centos8 and above install package python3-mod_wsgi.

2. Editthe /etc/keystone/keystone.conf file and complete the following actions:

* Inthe [database] section, configure database access:

[database]

Replace KEYSTONE_DBPASS with the password you chose for the database.

Note: Comment out or remove any other connection options in the [database]
section.

Note: The host, controller in this example, must be resolvable.

* Inthe [token] section, configure the Fernet token provider:

[token]

3. Populate the Identity service database:

su —-s /bin/sh -c keystone

4. Initialize Fernet key repositories:

Note: The —-keystone-user and ——keystone-group flags are used to specify the oper-
ating systems user/group that will be used to run keystone. These are provided to allow running
keystone under another operating system user/group. In the example below, we call the user &
group keystone.

keystone—-manage fernet_setup —-keystone-user keystone —--keystone-
—group keystone
keystone-manage credential_setup --keystone-user keystone --—

—keystone-group keystone

5. Bootstrap the Identity service:

Note: Before the Queens release, keystone needed to be run on two separate ports to accommo-
date the Identity v2 API which ran a separate admin-only service commonly on port 35357. With
the removal of the v2 API, keystone can be run on the same port for all interfaces.
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keystone-manage bootstrap —--bootstrap-password ADMIN_PASS
—-bootstrap—admin-url http://controller:5000/v3/
—-bootstrap-internal-url http://controller:5000/v3/
—-bootstrap-public-url http://controller:5000/v3/
——bootstrap-region-id RegionOne

Replace ADMIN_PASS with a suitable password for an administrative user.

Configure the Apache HTTP server

1. Edit the /etc/httpd/conf/httpd.conf file and configure the ServerName option to
reference the controller node:

ServerName controller

The ServerName entry will need to be added if it does not already exist.

2. Create a link to the /usr/share/keystone/wsgi-keystone.conf file:

In -s /usr/share/keystone/wsgi-keystone.conf /etc/httpd/conf.d/

SSL

A secure deployment should have the web server configured to use SSL or running behind an SSL
terminator.

Finalize the installation

1. Start the Apache HTTP service and configure it to start when the system boots:

systemctl enable httpd.service
systemctl start httpd.service

2. Configure the administrative account by setting the proper environmental variables:

export admin

export ADMIN_PASS

export admin

export Default

export Default

export http://controller:5000/v3
export 3

These values shown here are the default ones created from keystone—-manage bootstrap.

Replace ADMIN_PASS with the password used in the keystone-manage bootstrap com-
mand in keystone-install-configure-rdo.
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Create a domain, projects, users, and roles
The Identity service provides authentication services for each OpenStack service. The authentication
service uses a combination of domains, projects, users, and roles.

1. Although the default domain already exists from the keystone-manage bootstrap step in this guide,
a formal way to create a new domain would be:

openstack domain create —--description example

2. This guide uses a service project that contains a unique user for each service that you add to your
environment. Create the service project:

openstack project create --domain default
——description service

3. Regular (non-admin) tasks should use an unprivileged project and user. As an example, this guide
creates the myproject project and myuser user.

* Create the mypro ject project:

openstack project create —--domain default
——description myproject

(continues on next page)
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(continued from previous page)

Note: Do not repeat this step when creating additional users for this project.

¢ Create the myuser user:

openstack user create —--domain default
——password-prompt myuser

¢ Create the myrole role:

openstack role create myrole

* Add the myrole role to the mypro ject project and myuser user:

openstack role add --project myproject —--user myuser myrole

Note: This command provides no output.

Note: You can repeat this procedure to create additional projects and users.
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Verify operation

Verify operation of the Identity service before installing other services.

Note: Perform these commands on the controller node.

1. Unset the temporary OS_AUTH_URL and OS_PASSWORD environment variable:

unset OS_AUTH_URL OS_PASSWORD

2. As the admin user, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os—-project-domain-name Default --os-user-domain-name Default
—-—os—-project-name admin --os-username admin token issue

Note: This command uses the password for the admin user.

3. Asthe myuser user created in the previous section, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os-project-domain-name Default --os-user-domain-name Default
-—-os-project—-name myproject —--os-username myuser token issue

(continues on next page)
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(continued from previous page)

[

Create OpenStack client environment scripts

The previous sections used a combination of environment variables and command options to interact
with the Identity service via the openstack client. To increase efficiency of client operations, Open-
Stack supports simple client environment scripts also known as OpenRC files. These scripts typically
contain common options for all clients, but also support unique options. For more information, see the
OpenStack End User Guide.

Creating the scripts

Create client environment scripts for the admin and demo projects and users. Future portions of this
guide reference these scripts to load appropriate credentials for client operations.

Note: The paths of the client environment scripts are unrestricted. For convenience, you can place the
scripts in any location, however ensure that they are accessible and located in a secure place appropriate
for your deployment, as they do contain sensitive credentials.

1. Create and edit the admin-openrc file and add the following content:

Note: The OpenStack client also supports using a clouds.yaml file. For more information,
see the os-client-config.

export Default

export Default

export admin

export admin

export ADMIN_PASS

export http://controller:5000/v3
export 3

export 2

Replace ADMIN_PASS with the password you chose for the admin user in the Identity service.

2. Create and edit the demo—-openrc file and add the following content:
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export
export
export
export
export
export
export
export

Default
Default
myproject
myuser
DEMO_PASS
http://controller:5000/v3
3

Replace DEMO_PASS with the password you chose for the demo user in the Identity service.

Using the scripts

To run clients as a specific project and user, you can simply load the associated client environment script
prior to running them. For example:

1. Load the admin-openrc file to populate environment variables with the location of the Identity
service and the admin project and user credentials:

admin-openrc

2. Request an authentication token:

openstack token issue

1.2. Keystone Installation Tutorial for Red Hat Enterprise Linux and CentOS
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1.3 Keystone Installation Tutorial for Ubuntu

1.3.1 Abstract

This guide will walk through an installation by using packages available through Canonicals Ubuntu
Cloud archive repository for Ubuntu 16.04 (LTS).

Explanations of configuration options and sample configuration files are included.

Warning: This guide is a work-in-progress and is subject to updates frequently. Pre-release pack-
ages have been used for testing, and some instructions may not work with final versions. Please help
us make this guide better by reporting any errors you encounter.

1.3.2 Contents
Identity service overview

The OpenStack Identity service provides a single point of integration for managing authentication, au-
thorization, and a catalog of services.

The Identity service is typically the first service a user interacts with. Once authenticated, an end user
can use their identity to access other OpenStack services. Likewise, other OpenStack services leverage
the Identity service to ensure users are who they say they are and discover where other services are
within the deployment. The Identity service can also integrate with some external user management
systems (such as LDAP).

Users and services can locate other services by using the service catalog, which is managed by the
Identity service. As the name implies, a service catalog is a collection of available services in an Open-
Stack deployment. Each service can have one or many endpoints and each endpoint can be one of three
types: admin, internal, or public. In a production environment, different endpoint types might reside
on separate networks exposed to different types of users for security reasons. For instance, the public
API network might be visible from the Internet so customers can manage their clouds. The admin API
network might be restricted to operators within the organization that manages cloud infrastructure. The
internal API network might be restricted to the hosts that contain OpenStack services. Also, OpenStack
supports multiple regions for scalability. For simplicity, this guide uses the management network for all
endpoint types and the default RegionOne region. Together, regions, services, and endpoints created
within the Identity service comprise the service catalog for a deployment. Each OpenStack service in
your deployment needs a service entry with corresponding endpoints stored in the Identity service. This
can all be done after the Identity service has been installed and configured.

The Identity service contains these components:

Server A centralized server provides authentication and authorization services using a RESTful inter-
face.

Drivers Drivers or a service back end are integrated to the centralized server. They are used for ac-
cessing identity information in repositories external to OpenStack, and may already exist in the
infrastructure where OpenStack is deployed (for example, SQL databases or LDAP servers).

Modules Middleware modules run in the address space of the OpenStack component that is using the
Identity service. These modules intercept service requests, extract user credentials, and send them
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to the centralized server for authorization. The integration between the middleware modules and
OpenStack components uses the Python Web Server Gateway Interface.

Install and configure

This section describes how to install and configure the OpenStack Identity service, code-named key-
stone, on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the
Apache HTTP server to handle requests.

Note: Ensure that you have completed the prerequisite installation steps in the Openstack Install Guide
before proceeding.

Prerequisites

Before you install and configure the Identity service, you must create a database.

1. Use the database access client to connect to the database server as the root user:

mysqgl

2. Create the keystone database:

3. Grant proper access to the keystone database:

Replace KEYSTONE_DBPASS with a suitable password.

4. Exit the database access client.

Install and configure components

Note: Default configuration files vary by distribution. You might need to add these sections and options
rather than modifying existing sections and options. Also, an ellipsis (. . .) in the configuration snippets
indicates potential default configuration options that you should retain.

Note: This guide uses the Apache HTTP server with mod_wsgi to serve Identity service requests
on port 5000. By default, the keystone service still listens on this port. The package handles all of the
Apache configuration for you (including the activation of the mod_wsgi apache2 module and keystone
configuration in Apache).
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1. Run the following command to install the packages:

apt install keystone

2. Edit the /etc/keystone/keystone.conf file and complete the following actions:

* Inthe [database] section, configure database access:

Replace KEYSTONE_DBPASS with the password you chose for the database.

Note: Comment out or remove any other connection options in the [database]
section.

* In the [token] section, configure the Fernet token provider:

3. Populate the Identity service database:

su -s /bin/sh -c keystone

4. Initialize Fernet key repositories:

Note: The —-keystone-user and ——keystone-group flags are used to specify the oper-
ating systems user/group that will be used to run keystone. These are provided to allow running
keystone under another operating system user/group. In the example below, we call the user &
group keystone.

keystone-manage fernet_setup —--keystone-user keystone —--keystone-
—group keystone

keystone-manage credential_setup —--keystone-user keystone —-
—keystone—group keystone

. Bootstrap the Identity service:

Note: Before the Queens release, keystone needed to be run on two separate ports to accommo-
date the Identity v2 API which ran a separate admin-only service commonly on port 35357. With
the removal of the v2 API, keystone can be run on the same port for all interfaces.

keystone-manage bootstrap —--bootstrap-password ADMIN_PASS
—-bootstrap-admin-url http://controller:5000/v3/
—-bootstrap-internal-url http://controller:5000/v3/
-—-bootstrap-public-url http://controller:5000/v3/
——bootstrap-region-id RegionOne
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Replace ADMIN_PASS with a suitable password for an administrative user.

Configure the Apache HTTP server

1. Edit the /etc/apache2/apache?2. conf file and configure the ServerName option to ref-
erence the controller node:

ServerName controller

The ServerName entry will need to be added if it does not already exist.

SSL

A secure deployment should have the web server configured to use SSL or running behind an SSL
terminator.

Finalize the installation

1. Restart the Apache service:

service apache2 restart

2. Configure the administrative account by setting the proper environmental variables:

export admin

export ADMIN_PASS

export admin

export Default

export Default

export http://controller:5000/v3
export 3

These values shown here are the default ones created from keystone—-manage bootstrap.

Replace ADMIN_PASS with the password used in the keystone-manage bootstrap com-
mand in keystone-install-configure-ubuntu.

Create a domain, projects, users, and roles
The Identity service provides authentication services for each OpenStack service. The authentication
service uses a combination of domains, projects, users, and roles.

1. Although the default domain already exists from the keystone-manage bootstrap step in this guide,
a formal way to create a new domain would be:

openstack domain create —--description example

(continues on next page)
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(continued from previous page)

2. This guide uses a service project that contains a unique user for each service that you add to your
environment. Create the service project:

openstack project create --domain default
——description service

3. Regular (non-admin) tasks should use an unprivileged project and user. As an example, this guide
creates the myproject project and myuser user.

* Create the mypro ject project:

openstack project create --domain default
—-—description myproject

Note: Do not repeat this step when creating additional users for this project.

e Create the myuser user:

openstack user create —--domain default
——-password-prompt myuser

(continues on next page)

24

Chapter 1. Keystone Installation Tutorial



Keystone Documentation, Release 18.1.1.dev13

(continued from previous page)

Create the myrole role:

openstack role create myrole

* Add the myrole role to the myproject project and myuser user:

openstack role add —--project myproject —--user myuser myrole

Note: This command provides no output.

Note: You can repeat this procedure to create additional projects and users.

Verify operation

Verify operation of the Identity service before installing other services.

Note: Perform these commands on the controller node.

1. Unset the temporary OS_AUTH_URL and OS_PASSWORD environment variable:

unset OS_AUTH_URL OS_PASSWORD

2. As the admin user, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os-project-domain-name Default --os-user-domain-name Default
—-—os—-project-name admin —--os-username admin token issue

(continues on next page)
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(continued from previous page)

Note: This command uses the password for the admin user.

3. Asthe myuser user created in the previous, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os-project-domain-name Default --os-user-domain-name Default
—-—os—-project-name myproject —--os-username myuser token issue
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Create OpenStack client environment scripts

The previous sections used a combination of environment variables and command options to interact
with the Identity service via the openstack client. To increase efficiency of client operations, Open-
Stack supports simple client environment scripts also known as OpenRC files. These scripts typically
contain common options for all clients, but also support unique options. For more information, see the
OpenStack End User Guide.

Creating the scripts

Create client environment scripts for the admin and demo projects and users. Future portions of this
guide reference these scripts to load appropriate credentials for client operations.

Note: The paths of the client environment scripts are unrestricted. For convenience, you can place the
scripts in any location, however ensure that they are accessible and located in a secure place appropriate
for your deployment, as they do contain sensitive credentials.

1. Create and edit the admin-openrc file and add the following content:

Note: The OpenStack client also supports using a clouds.yaml file. For more information,
see the os-client-config.

export Default

export Default

export admin

export admin

export ADMIN_PASS

export http://controller:5000/v3
export 3

export 2

Replace ADMIN_PASS with the password you chose for the admin user in the Identity service.

2. Create and edit the demo—-openrc file and add the following content:

export Default

export Default

export myproject

export myuser

export DEMO_PASS

export http://controller:5000/v3
export 3

export 2

Replace DEMO_PASS with the password you chose for the demo user in the Identity service.
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Using the scripts

To run clients as a specific project and user, you can simply load the associated client environment script
prior to running them. For example:

1. Load the admin-openrc file to populate environment variables with the location of the Identity
service and the admin project and user credentials:

admin-openrc

2. Request an authentication token:

openstack token issue
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CHAPTER
TWO

GETTING STARTED

2.1 Keystone Architecture

Much of the design assumes that in most deployments auth backends will be shims in front of existing
user systems.

2.1.1 Services

Keystone is organized as a group of internal services exposed on one or many endpoints. Many of these
services are used in a combined fashion by the frontend. For example, an authenticate call will validate
user/project credentials with the Identity service and, upon success, create and return a token with the
Token service.

Identity

The Identity service provides auth credential validation and data about users and groups. In the basic
case, this data is managed by the Identity service, allowing it to also handle all CRUD operations asso-
ciated with this data. In more complex cases, the data is instead managed by an authoritative backend
service. An example of this would be when the Identity service acts as a frontend for LDAP. In that case
the LDAP server is the source of truth and the role of the Identity service is to relay that information
accurately.

Users

Users represent an individual API consumer. A user itself must be owned by a specific domain, and
hence all user names are not globally unique, but only unique to their domain.

Groups

Groups are a container representing a collection of users. A group itself must be owned by a specific
domain, and hence all group names are not globally unique, but only unique to their domain.
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Resource

The Resource service provides data about projects and domains.

Projects

Projects represent the base unit of ownership in OpenStack, in that all resources in OpenStack
should be owned by a specific project. A project itself must be owned by a specific domain, and hence
all project names are not globally unique, but unique to their domain. If the domain for a project is not
specified, then it is added to the default domain.

Domains

Domains are a high-level container for projects, users and groups. Each is owned by exactly one do-
main. Each domain defines a namespace where an API-visible name attribute exists. Keystone provides
a default domain, aptly named Default.

In the Identity v3 API, the uniqueness of attributes is as follows:
* Domain Name. Globally unique across all domains.
* Role Name. Unique within the owning domain.
* User Name. Unique within the owning domain.
* Project Name. Unique within the owning domain.
* Group Name. Unique within the owning domain.

Due to their container architecture, domains may be used as a way to delegate management of OpenStack
resources. A user in a domain may still access resources in another domain, if an appropriate assignment
is granted.

Assighment

The Assignment service provides data about roles and role assignments.

Roles

Roles dictate the level of authorization the end user can obtain. Roles can be granted at either the
domain or project level. A role can be assigned at the individual user or group level. Role names are
unique within the owning domain.
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Role Assignments

A 3-tuple that has a Role, a Resource and an Identity.

Token

The Token service validates and manages tokens used for authenticating requests once a users credentials
have already been verified.

Catalog

The Catalog service provides an endpoint registry used for endpoint discovery.

2.1.2 Application Construction

Keystone is an HTTP front-end to several services. Since the Rocky release Keystone uses the Flask-
RESTful library to provide a REST API interface to these services.

Keystone defines functions related to Flask-RESTful in keystone.server. flask.common.
Keystone creates API resources which inherit from class keystone.server. flask.common.
ResourceBase and exposes methods for each supported HTTP methods GET, PUT , POST, PATCH
and DELETE. For example, the User resource will look like:

class UserResource

def get (self None

def post (self

class UserChangePasswordResource

def post(self

Routes for each API resource are defined by classes which inherit from keystone. server. flask.
common . APIBase. For example, the UserAPI will look like:

class UserAPI

(continues on next page)
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(continued from previous page)

The methods _add_resources () or _add_mapped_resources () in keystone.server.
flask.common.APIBase bind the resources with the APIs. Within each API, one or more man-
agers are loaded (for example, see keystone.catalog.core.Manager), which are thin wrapper
classes which load the appropriate service driver based on the keystone configuration.

* Assignment

— keystone.

— keystone.

— keystone.

¢ Authentication

— keystone.
— keystone.

— keystone.

* Catalog

— keystone.

— keystone.

— keystone.

¢ Credentials

— keystone.

» Federation

— keystone.

* Identity

— keystone.

— keystone.

e Limits

keystone.

keystone.

keystone.

api.
api.
api.
api.

api.

api.
api.

api.

api.

api.

api

api.

api.

api.

api.

api.

role _assignments
role_inferences
roles

o0s_inherit

system

auth
ec2tokens

s3tokens

endpoints

os_ep_filter

.regions

services

credentials

os_federation

groups

users
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— keystone.

- keystone.

Oauthl

— keystone.

Policy

— keystone.

Resource

— keystone.

— keystone.

Revoke

— keystone.

Trust

— keystone.

api.registered_limits

api.limits

api.os_oauthl

api.policy

api.domains
api

.projects

api.os_revoke

api.trusts

2.1.3 Service Backends

Each of the services can be configured to use a backend to allow keystone to fit a variety of environments
and needs. The backend for each service is defined in the keystone.conf file with the key driver under
a group associated with each service.

A general class exists under each backend to provide an abstract base class for any implementations,
identifying the expected service implementations. The abstract base classes are stored in the services
backends directory as base . py. The corresponding drivers for the services are:

keystone

keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.

keystone.

.assignment.backends.base.AssignmentDriverBase
assignment.role _backends.base.RoleDriverBase
auth.plugins.base.AuthMethodHandler
catalog.backends.base.CatalogDriverBase
credential.backends.base.CredentialDriverBase
endpoint_policy.backends.base.EndpointPolicyDriverBase
federation.backends.base.FederationDriverBase
identity.backends.base.IdentityDriverBase
identity.mapping backends.base.MappingDriverBase
identity.shadow _backends.base.ShadowUsersDriverBase
oauthl.backends.base.OauthlDriverBase
policy.backends.base.PolicyDriverBase
resource.backends.base.ResourceDriverBase
resource.confiqg _backends.base.DomainConfigDriverBase

revoke.backends.base.RevokeDriverBase

2.1. Keystone Architecture
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* keystone.token.providers.base.Provider
* keystone.trust.backends.base.TrustDriverBase

If you implement a backend driver for one of the keystone services, youre expected to subclass from
these classes.

Templated Backend

Largely designed for a common use case around service catalogs in the keystone project, a templated
backend is a catalog backend that simply expands pre-con